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Microsoft Cybersecurity Assessment

cnonb3yurte 6ecnaaTHbIM® KOHCANTUHTOBbIN
NPOEKT A/A OLLEHKN YPOBHSA 3aLLNLLEHHOCTY
KOMMaHuu

Knbepatakn HaHOCAT OLWYTUMBIA GUMHAHCOBLIV yllepb 6usHecy. OpraHM3auum CTaHOBATCA YSA3BMMbIMU MO PAAY MPUYMH
MCMONb30BaHMe Cnabbix Maposieli K BaXKHbIM pecypcaM, YCTaHOBKA CTOPOHHUX MPUIOXEHWN, KOTopble 3arpyxarotcs 6e3
[OJIXKHOM MpPOBEPKM U UCMOAb3YHOTCA MOTOM B KoprnopatuBHoW cpege. Ceiuyac, BO Bpemsi Bceobuier LMbpoBOM
TpaHchopMaL M opraHmn3aLmii, 0OCO6eHHO BaXKHO MOHWMaTb BO3MOXHble CLeHapuu no obecrneyeHnto MHHOPMALMOHHOM
6e30MacHOCTA C MOMOLLIbHO Kak KNacCUYECKUX MHCTPYMEHTOB, Tak 1 061auHbIX TEXHONOTMIA.

Cybersecu”ty Assessmerlt — MepBbIn LWar K Microsoft Cybersecurity Assessment nomoxet
Cco34aHnNI0 3P PeKTUBHON NNHUMN 3aLLUTDI OTBETUTb Ha BOMPOCbI:
UT-nHppacTpyKkTypbl

= Kak MWHUMU3NPOBATb BO3MOXHbIE y6bITKI/I,

. . CBfi3aHHbIE C NOTEpel BaXHbIX AaHHbIX?
Microsoft Cybersecurity Assessment — 3T0 KOMMieKCHas

oueHKa  YpOBHA  3awmiweHHocTn  IT-uHdpacTpyKTypbl Kak c3KOHOMWTb pecypcbl Ha obecneyeHme
KOMMaHMM OT COBPEMEHHbIX Knbep-yrpo3 un paspaboTka WHPOPMaLMOHHOM Be3onacHOCTN?
PeKOMEHAAUMIA MO YCTPAHEHWIO BbIABJEHHbLIX YA3BUMOCTENR

no 20 «kputepuam 6esonacHoctn (CSC20). MpoekT Kak cozaath apdexTneHyto 3awnty IT-
peanvsyerca cepTMdULIMPOBaHHbIMM NapTHepamu Microsoft*. MHOPaCTPyKTYpbI?

Llean npoekta* Pe3ynbtaTtbl npoekTa*
@ OueHka coCcTosHUA HPOopPMaLMOHHOW 6e3onacHocTL IT- = | OopoxxHas kapTa Mo CHUXEHWIO PUCKOB 1
@, | WHOpaCTPyKTypbI =@®|| NOoBbILIEHNIO YPOBHA 3penocTi Ub
qdbs C6op saHHbIX 06 O6Hapy>KeHHb|3< YA3BUMOCTAX - MVlHVlMlAsaL;Mﬂ BO3MOXHbIX YObITKOB, CBA3aHHbIX C
oo(fj= | 6e30MacHOCTV KOHEUHbIX YCTPOWCTB, CEPBEPOB U EI NOTEPEN Ba>KHbIX AaHHBIX, MOLIEHHNYECKMMN
728 | ceteBOro 060pyA0BaHMS B [EeNCTBUAMY, a TakKe MPOCTOEM COTPYAHNKOB
ﬁ(—m Pa3paboTka pekomMeHAaLMI MO YCTPaHEHWIO 1 @ JKOHOMMYeckoe 060CHOBaHMe BblAe/IeHNS PecypcoB
09 | MUHUMM3ALMM CYLLECTBYHOLLMX YTPO3 1 AOHACTPONiKe Ha obecneyeHve nHdopMaLMoHHoM He3onacHOCTM

ncnonbsyemoro NO Microsoft

i

OueHka 3KOHOMUYeCcKor 3PPEKTUBHOCTH Risk j OcHoBa a1 rnbkoin, aganTmBHoM IT-MHGpacTpyKTypsbl,
npeAnaraeMbix peLleHmnin P roTOBOM K M3MeHeHMAM faHAwadTa yrpos

[nsa 3aka3umkoB ¢ MetoLercs Azure-noAnmnckom NPoekT MOXeT BKAKOYaTh NpoBepky IT-MHOPaCTpyKTypbl Ha COOTBETCTBME
pekoMeHZaumnam 6esonacHocTn Microsoft NMocpeACcTBOM HaCTPOWKM M MPOAYKTUBHOTO WCMOJb30BaHWUA cepBuca Azure
Security Center.

Ecnn Bac 3avHTepecoBano faHHOe MpeasiodKeHne, NoayunTb JOMOSHUTENbHY MHGOPMALIMIO MOXHO Yy Ballero akKayHT
MeHegpkepa Microsoft niv y Solution Assessment Team - ruSAT@microsoft.com

*Komnanua Microsoft Ireland Operations Limited, kotopas saBnsetcs adpduanMpoBaHHbIM AMLOM Koprnopauun Microsoft, vmetowmm noaHomouus
NMLLEH3MPOBaTh NporpaMmMHoe obecnederHme Microsoft B paMmkax nporpaMm KOpropaTUBHOrO JIMLEH3UPOBaHNsA Ha Tepputopun Poccuiickor ®egepavum, He
OKasblBaeT yciyr Ha Tepputopum Poccuiicko  ®degepaumun. YkasaHHble B HACTOAWEM JOKYMEHTE KOHCANTUHIOBblE MPOEKTbl  Peann3yroTcs
cepTndunLMpoBaHHbIMU NapTHepamu Microsoft Ha OCHOBaHMW OTAE/bHbBIX COrNalleHW € 3aKka3umKkamu, B KOTOPbIX COIACyOTCA LieIn NPOEKTa, OXWAaemble
pe3y/bTaTbl MPOEKTa, COAEPXKAHNE NMPOEKTa U BO3MOXHOCTb peasnsaLmmn npoekta Ha 6e3Bo3mMe3HON OCHOBe.
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